Device Enrollment in Intune

Microsoft Multi Factor Authentication (MFA Enrollment) - Needed if not already
enrolled

Please follow the noted steps below to setup and enroll in Microsoft Multi-factor
authentication. Please note, this has to be completed on a PAG Desktop or laptop

1. Click on this link -https://aka.ms/mfasetup and click ‘Next’ on the “More Information
Required” page.

atadros@penskeautomotive.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

2. The Next page will prompt you to install the ‘Microsoft Authenticator App’ on your
cellular device. you can download this app from the apple(lOS) or google Play
store(Android). Once installed on your phone, Click Next.

Keep your account secure

‘Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

h After you install the Microsoft Authenticator app on your device, choose “Next,

v I'want to use a different authenticator app

Authenticator | want to set up a different method

~
o On your phone, install the Microsaft Authenticator app. Download now
-



https://aka.ms/mfasetup

3. Setup your account. Allow notifications if prompted and Then hit the “add account”
button to add an account, and select "Work or school". Click Next.

WHAT KIND OF ACCOUNT ARE YOU ADDING?

=. Personal account

=. Work or school account

Other (Google, Facebook, etc.)

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

-

I want to set up a different method

4. Once Setup, you will need to scan the QR code provided. When done correctly it will
register and display a 6-digit code. Once you have gotten the 6 digit code, hit ‘Next’

Scan QR code

Your account provider will display a QR code




Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”.

Can't scan image?

Back

A notification will then pop up on the phone to approve or deny the sign in. select
approve on the phone then the computer will acknowledge it has been accepted.
Then hit next on the computer prompt.

Approve sign-in?
Penske Automotive Group, Inc.
014mfauser@penskeautomotive.com

Deny Approve

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

@ Notification approved

v/

| want to set up a different method

Installing and Configuring the Intune Application



1. Inthe App Store, search for “Intune Company Portal”

Intune Company Portal
Company resources on the go
Microsoft Corporation

#46 in Business

hodkokkd 4.6 .279.7K Ratings

Free

2. Openthe app and sign in with your Penske Automotive email address and password.

Microsoft Intune

B Microsoft
Signin

Email or phane

Can't aCCoss your BCoount?

Sign i Trom anolfer divice

3. Next, enter your work username and password (same credentials used to sign onto
a PC).

Enter your ¢ redentials




4. Pass the MFA prompt with your chosen method (usually the Microsoft Authenticator
application or via text message).

PENSKE

o< skesutomotive.com

Enter code

(=] Please type in the code displayed on your
authenticator app from your device

e

5. Select Begin.

6. Review the privacy information. Click Continue.
Penske Automotive Group, Inc.

Set up Penske Automotive
Group, Inc. access
Set up your device to access your email,

devices, Wi-Fi, and apps for work.

@ Review privacy information

|
Dowrnload management profile
Install management profile

Update device settings

Learn more

Postpona

7. Continue to download the management profile. Click Allow at the “This website is
trying to download a configuration profile. Do you want to allow this?”



Cancel & portal.manage.microso aA

Download management profile

This website is trying to download a
configuration profile. Do you want to
allow this?

8. Click Continue Now, then Continue for instructions.
Cancel & portal.manage.microso af (%

Penske Automotive Group, Inc.

Download management profile

When promgted, select Allow to downlaad the profile

select Done Lo Contineg

9. Navigate to Settings > Profile Downloaded.
Settings

Finish Setting Up Your iPhone

Profile Downloaded

- Airplane Mode

= Wi-Fi

* Bluetoath



10. Click Install in the upper right.

Install Profile

Management Profile

y 10SProfileSigning.manage. microsoft.com

Install this profile to get access to your
company apps

Device Enrofiment Challenge

More Details

11. Enter your iPhone passcode if prompted.

12. Select Install and Trust.

Remote Management

o you

13. Return to the company portal app and select the most appropriate category such
as: Employee owned, corporate owned, etc.

14. Select Continue.



15. Allow Notifications.



